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Project Five

Title: “Project Five: Implementing Active Directory Domain
Services And Joining A Domain™

Points: 30 points

Due Date: April 1, 2011 (this is no joke!) by 11:55 pm
WebCourses time.

Objectives: The completion of Project Four left you with a virtual
network of three machines, named Server01l, Server02, and

Client01l. For our savn.local network we will make
Server(01 the domain controller. This project will implement the
Active Directory Domain Services on this server by configuring its
server roles and join the two other VMs to the virtual network.

Deliverables: Three screen shots as shown on pages 35,49, and 59.

’
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Project Five — Background

Active Directory Domain Services provides a directory service that
you can use for centralized secure management of your network.

Installing ADDS on Server01 will establish that server as the
domain controller for the savn.local network that you

constructed in Project 4.

Be sure that you’ve successfully verified the IP connectivity of all
three VMs and your host computer before you begin this project.
You should have done this in Project Three — Phase 3.

What you’ll be doing in this project is installing ADDS on ServerQ1
and configuring its server roles as a domain controller. Following
this you will join Server02 and Client01 to the domain now

controlled by Server01.

’
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Project Five — Background

« The next several pages will step you through the process of
Installing ADDS on Server01 and configuring its server role

as the domain controller.

* Note that Server01 must be running in order to install ADDS

and configure its server roles. The other VMs do not need to be
running for this first part.

#
CNT 4603: Project Five Page 4 Dr. Mark Llewellyn © @j




Project Five — Installing ADDS In Server01

* To begin the process. Start Server01 and bring up
the Server Manager. If you don’t have this coming up
automatically for your server, Click the Administrative
Tools link from the Start menu and then click Server
Manager.

« Scroll down the window until you find the Roles
Summary sub-window.

e See next page.

7
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L8 ServerDl - Microsoft Virtual PC 2007

[=a x T

Action Edit CD Floppy Help

File Acton \View Help

E,: Server Manager

— Ol =]

o= = H

i’ﬁ Roles

IE_T.'] Features
#m Diagnostics
jﬁ Configuration
ﬂ Storage

e

e

-~ Roles Summary

L &, Server Manager (SERVERO1) Server Manager (SERVERO1) |

Get an overview of the status of this server, perform top management tasks, and add or remowve server
roles and features.

LasT Cneckead mor MEVEr L3 —onmgure 1E Sl :I
updates:

Last installed Mewer

updates:

IE Enhanced On for Administrators Find thi r

Security On for Users d S area

Configuration

(ESC):

Roles Summary Help

Roles: 0 of 15 installed f} Go to Roles
i Add Roles

=
B= Remove Roles

- Features Summarry Features Summary Help:

Features: 0 of 34installed % Add Features
#%, Remove Features

3::' Last Refresh: 1072010 3:50:56 PM  Configure refresh

:‘rStartl J __'::_5 il @ JIE&ESEWE" Manager |i_-| @Eib 3251 PM

e 0 H I3 L=
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Project Five — Installing ADDS In Server01

 |nthe Roles Summary area, click Add Roles.

* You’ll most likely see a “Before You Begin™ screen.
As a future system administrator, you should read the
Information on this screen so that you are aware of the
Impact of changing a server’s roles. (See next page for
screen shot.)

« If the “Before You Begin” screen appeared, click
Next. Otherwise select Server Roles from the menu on
the left side of the screen. Either way you should now
see the screen that appears on page 9.

’
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5 ServerDl - Microsoft Virtual PC 2007

Qrddroleswizara i

| =

Before You Begin

Before You Begin This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.
Server Roles
Confirmation Before you continue, verify that:
Progress « The Administrator account has a strong password J
Hesults = Metwork settings, such as static IP addresses, are configured
esu

« The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Mext.

Read this information, then
click Next

— Skip this page by default

|_ QLIS ” Mext = I nsts | Cancel I i
J:-"Stilrtl J __:l& - fé Jl:qéfrerverﬁalmger |_;| @[ﬂj 3:56 PM

e 9
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B ServerDl - Microsoft Virtual PC 2007

Action Edit CD Floppy Help

[ Add Roles Wizard |

| =,

Select one or more roles to install on this server, |

Roles: Description:

i e MYirarthar et e e, O o Active Directory Certificate Services
confmaron AL'“: Dr':l_tur!' L_":rtll_dt': —— (AD C5)is used to create certification
Progress Active Directory Domain Services authaorities and related role services J
Results Active Directory Federation Services that_ a.||.3,w yau tD-iSSUE a_nd manage

Active Directory Lightweight Directory Services certificates used in a variety of
Active Directory Rights Management Services applications.

Application Server

DHCP Server

DMS Server

Fax Server

File Services

Metwork Policy and Access Services
Print Services

Terminal Services

UDDI Serwvices

Web Server (IIS)

Windows Deployment Services

o

More about server roles

|_ | < Prewvious I Mext = Insts | Cancel I i
L'-‘Startl J __:l& il @ Jl:qéﬁerver Manager |_';| @E:].j 3259 PM

= i = L=
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% Server0l - Microsoft Virtual PC 2007

Action Edit CD  Floppy Help

Active Directory Domain Services

Confirmation
Progress

Fesults

:

Select one or more roles to install on this server,

Roles:

[ Add Roles Wizard

Description:

L]

O000000O0000000O0<

Active Directory Certificate Services

| Active Directory Domain Services

Mstjve Directory Federation Services

Application SeMer

DHCFP Server

DMS Server

Fax Server

File Services

Metwork Policy and Access Services
Print Services

Terminal Services

UDDI Serwvices

Web Server (IIS)

Windows Deployment Services

More about server roles

< Previous

Active Directory Domain Services [(AD

D5)stores information about objects
on the network and makes this
information available to users and
network administrators. AD DS uses
domain controllers to give network
users access to permitted resources
anywhere on the network through a
zinglelogon process.

Check the Active Director
Domain Services checkbox
and then click Next.

Mext = Cancel I

Dostart| | Lo &

J I ;:!-_;‘ Server Manager

| =

|2 @]y 401PM
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% ServerDl - Microsoft Virtual PC 2007

Before You Begin Introduction to Active Directory Domain Services
Server Roles Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the
network. AD DS helps administrators securely manage this information and fadlitates resource sharing and
Active Directory Domain Services collaboration between users. AD DS is also required for directory-enabled applications such as Microsoft
] Exchange Server and for other Windows Server technologies such as Group Paolicy.
Confirmation ]
Progress Things to Note
Results i = To help ensure that users can still log on to the network in the case of a server outage, install @ minimum of
= two domain controllers for a domain.
i ' AD DS reguires a DMS server to be installed on the network. If you do not hawve a DMS server installed, you
will be prompted to install the DMS Server role on this server.
i After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
{dcpromo.exe) to make the server a fully functional domain controller.
i Installing AD DS will also install the DFS Mamespaces, DFS Replication, and File Replication services which
are required by Directory Service.,
Additional Information Read the Introduction to
Owverview of AD DS Active Directory Domain
Instaling 4D OS Services and then click
Common Configurations for AD DS
Next.
|_ < Previous Mext = Insis | Cancel I i
:'Still‘tl J e W& “__:E_"-'rerver Manager |_.. Iﬂﬁ:b 4:04 PM
S i
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B ServerDl - Microsoft Virtual PC 2007
Action Edit CD Floppy Help

[ Add Roles Wizard =1
i Confirm Installation Selections
Before You Begin
To install the following roles, role services, or features, dick Install, |
Server Roles —
) ) ) ) i) 2informational messages below
Active Directory Domain Services -
Confirmation '::i::' This server might need to be restarted after the installation completes. J
Progress < Active Directory Domain Services
Results -j:i:j- After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
~ (dcpromo.exe) to make the server a fully functional domain controller.
Read the Confirm
Installations Selections and
then click Install.
Print, e-mail, or sawve this information
|_ < Previous Mext = Install Cancel I i

J:‘Staﬂl J :.zé il E JI;:!-_:_-'SEW-EI'MHIEHEEI' |_:-__-,| @E:].j 4:05 PM

= i = L=
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LB ServerDl - Microsoft Virtual PC 2007

Action Edit CD Floppy Help

[ Add Roles Wizard |

Installation Results

Eefore You Begin ) ) )
The following roles, role services, or features were installed successfully:
Server Roles

. . ) : ' 1warning, 1informatonal messages below
Active Directory Domain Services o

Confirmation .rl Windows automatic updating is not enabled. To install the latest updates, use Windows Update in

" Control Panel to chedk for updates.
Progress

Results -~ Active Directory Domain Services '{f}' Installation succeeded

The following role services were installed:
Active Directory Domain Controller

-j:i:j- Use the Active Directory Domain Services Installation Wizard (dopromo.exe) to make the server a
fully functional domain controller.

Close this wizard and launch the Active Directory Domain Services Installation Wizard (dopromo.exe).

Review the Installation
Results and then click
Close.

Print, e-mail, or save the installation report

:
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:‘:Stilr‘l:l J ;:g il E JI%SEW-EI‘MHI’EHE‘EI‘ |_i_;l @[ﬂj 4:09 PM
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Project Five — Installing ADDS In Server01

Notice that after the installation of ADDS, indicating a
successful install, that ADDS has not actually be
Installed.

The ADDS Installation Wizard still needs to run. Return
to the Server Manager window If you’re not already
there.

Under Roles Summary, click Go to Roles on the right
hand side of the window. You should see the screen
shown on the next page.

Click the Go to Active Directory Domain Services link,
ou’ll then see the screen on page 16.
#
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L% ServerDl - Microsoft Virtual PC 2007 =[O x |
Action Edit CD Floppy Help

E. server Manager =10 x|

File Acton \View Help
= | 2|
L = 5) Roles - —i — —¢7i —/—07 90— /00—

'E! Active Directory Domain Se
Ef] Features 1
i Diagnostics f
iﬁ’l_l!- Configuration

e
+ - Sto —
= 'ﬂ rages -~ Roles Summary Roles Summary Help

~ View the health of the roles installed on your server and add or remove roles and features.

) Roles: 1 of 16 installed fg{}: Add Roles

_ f}: Remove Roles
3 Active Directory Domain Services

~ | Active Directory Domain Services AD DS Help

Stores directory data and manages communication between users and domains, induding user logon
processes, authentication, and directory searches.

- Go to Active Direchory Domain o
Role Status Services
(i) Messages: 1
[ > ] System Services: 4 Running, 6 Stopped
Eventz: Mone in the last 24 hours Clle thlS I|nk
) Role Services: 1installed et Add Role Services LI

1| | _pl &% Last Refresh: 10/7/2010 4:16:495 PM  Configure refresh

| | |
:‘rStartl J __'::_5 il @ JI%SEmerMalmger |i_-| @Eib 4:17 PM

e 03 H I3 L=
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} Server(l - Microsoft Virtual PC 2007 =

Action Edit CD Floppy Help

=101 x]

File  Acton View Help |
== | 7imE|
Sk Server Manager (SERVERO1) Active Directory Domain Services |
L = i’* Roles —_———————...sss..sssss\\\\\\\s\s\ss\s\\s\sssssssss\s\\s\s\\\\lsss\s\\llss\s\ssssRRsRRRRRRR\es\sesssssaleeeeleeeee.
*E! Active Directory Domain Se .f s:_ ]
= !  Stores directory data and manages communication between users and domains, induding user logon
@i Features | = = .
= - - L processes, authentication, and directory searches.
i Diagnostics ===
= u!- Configuration _
ﬂ Storage -~ Summary
@ This server is not yet running as a domain controller. Run the Active Directory Domain Services |
Installation Wizard {dcpromo.exe). L
) Ewents: Mone in the last 24 hours [rd Gk to Event Viewer |
“F 0 Ewvents g Filger Events
B Praperties
Level | Event ID | Date and Time I
Click this link
1| | >
G '@' System Services: <4 Running, & Stopped L Go to Services ;I
4 | _pl £ LastRefresh: 10/7/2010 5:16:48 PM Configure refresh

| |
;15tart| | 3 m & || =5 server Manager | @@y s:17PM

e 0 H I L=
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L8 ServerDl - Microsoft Virtual PC 2007 = | = | x [
Action Edit CD Floppy Help |

E. server Manager =10 x|
File  Acton View Help i
sl 31 Active Directory Domain Services Installation Wizard x
"1 L
. 5 M - .
S Sorver e Welcome to the Active Directory MU |
B act Domain Services Installation
ﬁ;_'] Ifgature = B Wizard ebabussosccrs and domains, induding user logon
__’!! Diagnos Do not check this box
jfl’._. Configu This wizard helps you install -
=3 Storage Services (A0 DS) on thigs€rver, m
Active Directory do controller. To continue, click Mext.
. Run the Active Directory Domain Services
[ Use advanced mode installation:
E Go to Event Viewer
Leam mare about the additional options that are I— )
available in advanced mods installation. EF Filter Events
— E] Properties
— |
|
More about Active Directory Domain Services |
Click Next in this dialog
// box
|
< Back Nexd > Cancel | L Go to Services |
ll | B~ T
:"Startl J e W& “iElServerMamager |_!| w [l 5:17 PM
R N = e LS
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Action  Edit

CD

Floppy Help

L8 ServerDl - Microsoft Virtual PC 2007

File  Acton

View Help

E_.,.; Server Manager

_ 1ol x|

== | 5

= H

=l 53 Role

f= )
g&5r Feat
#m Diag

Tk Server M i_'l Active Directory Domain Services Installation Wizard

Operating System Compatibility E
Improved securty settings in Windows Server 2008 affect older versions of =L

Windows

=

ition between users and domains, induding user logon
thes,

jﬁ Conf
=3 stor:

Windows Server 2008 domain controllers have a new mone secure default forthe
securty setting named " Allow cryptography algorthms compatible with Windows NT
4.0." This setting prevents Microsoft Windows and non-Microsoft SMB "clients” from
using weaker NT 4.0 style cryptography algorthms when establishing securty channel
segsions against Windows Server 2008 domain controllers. As a result of this new
default, operations or applications that require a securty channel serviced by
Windows Server 2008 domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients” and netwark-attached storage (NAS) devices that do not support
stronger cryptography algorthms. Some operations on clients nunning versions of
Windows earlier than Vista with Service Pack 1 are also impacted, including domain
join operations performed by the Active Directony Migration Tool ar Windows
Deployment Services.

For more information about this setting, see Knowledoe Base aricle 542564
(http://go.microsoft.com. fwlink.?Linkld=104751).

ler. Run the Active Directory Domain Services

E Go to Event Viewer

L& Filter Events

D Properties

Click Next in this dialog

box

< Back

Cancel | h

Go to Services

:'Stﬂ"tl J e W& “__|=|_-_;l5erver Manager

(& &

g [ i = L=
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Project Five — Installing ADDS In Server01

» The next step will be to make decisions about the forests
and domains that will be part of the network we are
creating.

 Recall that a forest is a collection of logical domains.

« We are going to create a single domain, so our selection,
as shown on the next page, will be to create a new
domain in a new forest.

#
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L8 ServerDl - Microsoft Virtual PC 2007

Action Edit CD Floppy Help

_ioix]
Fie = i_'l Active Directory Domain Services Installation Wizard |
=

Choose a Deployment Configuration ===

E 5 ==l==
":Iéll—}‘ E;: fou can create a domain controller for an existing forest or for a new farest. == ;
i |
ﬁ;_'l users and domains, induding user logon
% {” Exsting forest
- -
== € Add & demain contrallen to an existing domait

betive Directory Domain Services
£ Create a new domait in an existing forest

Tihie semern will become the first domain controller i the new damain,
Go to Event Viewer
Filter Events

: o j Properties
{* Create 3 new domain in @ new forest: .

More about possible deployment configurations |

Select “Create a new
domain in a new forest.
Then Click Next.

/ Go to Services ;I

Lr
|7 < Back Next > Cancel | [ |
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Project Five — Installing ADDS In Server01

« You will enter, as shown on the next page,
“savn.local” as the FQDN (fully qualified domain
name).

 Because we will have one forest with one domain, the
DNS name is called the forest root domain.

#
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B ServerDl - Microsoft Virtual PC 2007

Sction E it —n Flrrma Heln
Iﬂ _'l Active Directory Domain Services Installation Wizard El =
File  Ac Mame the Forest Root Domain E E
= = | The first domain in the forest is the forest root domain. fts name is also the name of _
m the forest. i
= 55; l
';'3; Type the fully qualified domain name (FADON) of the new forest root domain. domains, induding user logon
| s Di
i o _ )
&= sy FQDMN of the forest root domain:
Isavn.ln:n:aﬂ

Ectory Domain Services
Bxample: corp.contoso.com

Ent Viewer
nts

Enter the network name
“savn.local” . Then Click
Next.

/

rvices ;I
Z
| < Back Nexdt > e | |
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Project Five — Installing ADDS In Server01

Recall from our earlier discussions about Active
Directory that domain controllers can run different
versions of Windows Server operating systems.

The ADDS functional level of a domain or forest
depends on which versions of Windows Server operating
systems you run on the domain controllers in the domain
or forest.

The domain or forest’s advanced features are related to
Its functional level.

See Active Directory — Part 2 pages 9 and 10 for more
details.
#
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Project Five — Installing ADDS In Server01

* In our case, we will set the highest functional level,
which Is Windows Server 2008, since all of our virtual
servers are running Windows Server 2008 and we do not

have any servers running an older version of the
operating system.

#
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Action

! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

B ServerDl - Microsoft Virtual PC 2007

_ 1ol x|

Forest functional level:

Windows Server 2008

Details:

This forest functional level does naot prowi ry new features over the Windows
2003 forest functional level. Howewver, it ensu hat amy new domains created in
this forest will automatically operate at the WindowSServer 2008 domain functional
level, which does provide unigue features.

! You will be able to add only domain controllers that are running
- Windows Server 2008 or later to this forest.

Mare about domain and forest functional levels

r

Ectory Domain Services

Ent Viewer
nts

domains, induding user logon

Select “Windows Server
2008” . Then Click Next.

S

< < Back Mexd = Cancel -
| . I
:"Startl J e W& “_El-é_"-'rerver Manager |_1| Y} 5:17PM
g 1 5 ==
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B ServerDl - Microsoft Virtual PC 2007

Action Edit CD Floppy Help
[E. Server| @l Active Directory Domain Services Installation Wizard | =10l x|
e A% additional Domain Controller Options
= =p | 1
:,:!_3, Server — .
=l 5% Rol
% Select additional options for this domain controller = F : |
B FEz s ' domains, induding user logen
= Dia [ EQNS SErver
Hhco T i
&3 sto ¥ Global catalog =
[T Bead-only damait contraller (B
Additional information: The savn.local
The first domain controller in a forest must be a global c g i
lcarnot be an RODC. - network will have only
one DNS server, so be
Ve recommend that you install the OMS Server service on the first domain sure the DNS checkbox
[contraller. ) )
is checked. Then Click
Next.
— /
More about additional domain controller options
rvices ;I
a| « Back Mead = Cancel
| . I
J:‘Staﬂl J :.zé il E JI;:!.-__._._IS-EW.E|- Manager |_:-__-,| @E:].j 5:17 PM
g 1 1 s
. . e
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Action Edit CD Floppy Help
[E. Server| @l Active Directory Domain Services Installation Wizard | =10l x|
File  Act Additional Domain Controller Options E E
= = | ==
:.zl-_;‘ Server — .
=l 5% Rol
=) Select additional options for this domain controll s, inchudh |
f!i'l Faz additional options for this domain controller. domains, induding user logon
| m Dia I DNS server
fﬁ’._!: o meemILLT . -
8 st ¥ Globalcatalog Since we will have only -
[T Beadonly demait contrallern [REDIE] one DNS server in our
Additional information: network and a delegation
The frst SO e e e e e a1 'S ot required, you can
|cannot t ignore the warning
We rece l A delegation for this DNS server cannot be created because the message that will
& authoritative parent zone cannot be found or it does not run i
| controlle Windows DMS server, If you are integrating with an existing DNS appear.. Click Yes.
infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resolution
from outside the domain savn.local. Otherwise, no action is
required.
Do you want to continue?
Maore abc
rvices ;I
a| « Back Mead = Cancel
| . I
:-Sta..tl | 2 m & || = server Manager | @@y s:17PM |
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B ServerDl - Microsoft Virtual PC 2007

_.-fi,:n F it i T

Flrrrm Helrn

i-"l Active Directory Domain Services Installation . | _ (ol x|
File Location for Database. Log Files, and SYSVOL ==
= = Specify the folders that will contain the Active Directory domain controller =] =
= database, log files, and SYSVOL. 1
& 5o
= If Server01 had multiple |

For better peformance and recoverability, store the database and log files on separate phySIC8| hard c.lrlve.s, the
folders shown in this

HEEE
e

E7 volumes.

e window could be
Database folder: — balanced across these
C\Windows \NTDS Browse., physical drives. In our
Log files folder: virtual environment, the
I o Windows NTDS Browse... C?efault.chmces will be
SYSVOL fald —_— fine. Click Next.

a older:
I'::"-.‘."'.n'inn:ln:u'.-x's"-.SYS‘u"DL Browse...

Muore about placing Active Directory Domain Services files

to Services ;I
N
[ < Back Next :5L| Cancel |
I Stan | @@y s:17PM
S I s
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& Server(l - Microsoft Virtual PC 2007

[E. 5 @ Active Directory Domain Services Installation Wizz x| ] Ju]|

|
File =
Direct Services Restore Mode Administrator Password =t
- o - | You can set up ADDS to }
ENE .4 restore the Directory !
=B Services databases from a
E: The Directony Services Restore Mode Administrator account is different from the domain baCkup_ This screen allows
] Administrator accourt. t t h d
| ? Assi rd for the Administrat rit that will b ed when this d i you'to set tp the passwords
' gn a password for the Admini ar accou will be us en this domain
g controller is started in Directory Services Restore Mode. We recommend that yvou to be used .b)./ the Restore -
choose a strong password. Mode Administrator account
Password: Iﬁ pm !f restora’qon is needed. This
is a special account and not
Confim password: |--------- normally access, so enter an
easily remembered password
More about Directony Services Bestore Mode passwond here. | suggest the same as
the one you used for the
server. Click Next.
) o Services ;I
< Back Next =& Cancel
<] B N
| . I
J:-'Stilrtl J __=|-|£I O JI__:lEISEWer Manager |_'.___,| Iﬂ[ﬂj 5:17 PM
e = ==
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B ServerDl - Microsoft Virtual PC 2007

I

I
kst

Cam

IS N e N

TIT
e

C

© | Active Directory Domain Services Installation |
e =10] x|
Summary =E
[ - i—l
Beview your selections: ‘ .
i i i il

Corfigure this server as the first Active Directony domain controller in a new forest.
The new domain name is savn local. This is also the name of the new forest.

The NetBIOS name of the domain is SAVN

Forest Functional Level: Windows Server 2008

Domain Functional Level: Windows Server 2002

Site: Default-First-Site-Mame

Ls

Finally, you've reached
the summary screen
which indicates that the
ADDS configuration has
been completed. Look
this over to be sure

Additional Options:

Tao change an option, click Baclk. To begin the operation, click MNest.

These settings can be exported to an answer file for use with

everything is correct, and
if not, backup and correct
it. Otherwise, click Next
to begin the installation of
ADDS on the server (see

other unattended operations. S next page)..
More about using an answer file
rvices ;I
< < Back Mesd = Cancel
| . I
L'-‘Startl J __:l& il @ Jl:qéﬁerver Manager |_';| @E:].j 5:17 PM
g =1 =
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B ServerDl - Microsoft Virtual PC 2007

Action Edit CD Floppy Help
T=TEY
EBL Active Directory Domain Services Installation Wiz
=
= Serve The wizard is configuring Active Directory Domain Services. This process can take ;
= % from a few minutes to several hours, depending on your environment and the options |
[ = g ;) fetyou seected The ADDS installation
=R wizard will begin to install
i 9 R
= st the ADDS options in your
E..‘l configuration. This might
= take a couple of minutes
-2 depending on the speed
of your machine. You'll
need to reboot the VM
Waiting for DNS installation to finish / when things are done,
but don’t check the box
on this screen, so that
you can see the next
age.
Cancel | Pag
to Services ;I
4 | _pl I%:'; Last Refresh: 10/7/2010 5:16:48 PM  Configure refresh
| |
:'Still‘tl J - “_Elé_"-'rerver Manager |_=| Y} 5:17PM
= i = L=

CNT 4603: Project Five Page 31 Dr. Mark Llewellyn © @j




L8 ServerDl - Microsoft Virtual PC 2007

Sctiom Fdit "M Flanmwe  Heln

=@ Active Dircctory Domain Services Installation Wizard | ——
e Completing the Active Directory

Al Domain Services Installation

= Wizard ;
= Active Directony Domain Services is now installed on this;l ‘
:' compliter for the domain savn local. The ADDS installation
I This Active Directory domain controller is assigned to the wizard finishes up with a
I gite Default-First-Site-Name. You can manage sites with . . . -
! the Active Directony Sites and Services administrative dlalog box mdlcatmg that

bool. the installation is

complete. Read the

. information in this
/ window. When you click
Finish, the VM will restart

and change to its new
role, in this case, as the |
domain controller. |

-

To close this wizard, click Finish.

rvices ;I
< Black Finish Cancel

E1R

[ . [

Dostart| | % M & || 55 server Manager | @@y s:17PM |
o () Al I3 e |
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L8 ServerDl - Microsoft Virtual PC 2007

Action Edit CD Floppy Help |

File

=10 x|

Action  View  Help i

=

'j_g Server Manager (SERVERO1)
Ll B 5 Roles

@i Features
i Diagnostics

ISt g Active Directory Domain Services Install X .
] Storage

= | = H
|
l

'E! Active Directory Domain Se -;"fg :3_,' ) o o _
—= !  Stores directory data and manages communication between users and domains, induding user logon

e Active Directory Domain Services

You must restart your computer before the changes made by the

Active Directory Domain Services Installation wizard take effect. B
e
E .
= Click Restart Now.
|
Do not Restart Now
1| | >
= '@' System Services: <4 Running, & Stopped L Go to Services ;I
4 | _pl £ LastRefresh: 10/7/2010 5:16:48 PM Configure refresh

| |

:‘Still'tl J e D& Jliafrenrerﬁamager |_=| @E:b 5:17 PM

e [0 iy I.il ==
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% ServerO1 -

When the server restarts,
it will now have its new
identity as the domain

controller for the
savn.local network.

SAVNAN\Administrator |
EEI.

! Switch User [

= -, =
) 'ﬂ Windows Server-2008 |
Standard
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E.._ Server Manager ;IE'E'

File  Action VWiew Help
&= ||| When the server has

e enager (VR0 orvor mangor o
server manager and

N
= Roles

= Features i

2 Diaqnostics Get an overview of the status of this server, perform top scroll down the page until ErVEr

= gﬁ i roles and features. you see the Roles

+

% SEJ'_;EEL;FE on Summary. Server01
IE Enhanced On for Administrators ) should now have 2 _I
Security On for Users installed roles: ADDS and
EUSERRECS DNS server. Do a screen

(ESC):
capture of this page.

'%'RHIESIII'I'IIIIHI‘? es summary Help

"* Roles: 2 of 16 installe

v Active Directory Domain Services

fm i

v DMS Server
| ’* | Features Summary Features Summary Help |-
(~| Features: 2 of 34 installed Eﬂ Add Features

;ﬂ Remove Features
Group Policy Management

Remote Server Administration Tools

Role Administration Tools ll
{ﬁ Last Refresh: 10/7/2010 5:45:13 PM  Configure refresh
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% ServerDl - Microsoft Virtual PC 2007

=N N
3 J'_‘ﬁ, Server Manager . 3
Gosnmesnnd Promgt - Terminal Services 3
Active Directory Domains and Trusts
@ I Administrator Active Directory Sites and Services
Internet Explorer
P Active Directory Users and Computer
- Documents )
27 \wind Undate ADSI Edit
indows Lpda )
'_"" Computer Component Services
l Notepad Computer Management
- Metwark Data Sources (ODBC)

I®I Ease of Access Center

DS
Contraol Panel Event Viewer
Group Policy Management

iISCSI Initiator

Administrative Tools

PR LR

Help and Support M::LSI::!E:TWI From the main Start

Run... Reliability and FErgrmance Monitor menu, select
Security Configuration Wik Administrative TOOIS,
Server Manager then select Active
Services Directory Users and

27| Share and Storage Management COmpUterS from the IlSt
=* Storage Explorer
3 All Programs L System Configuration
I N IEJ o | =Y I > | (“) Task Scheduler

Windows Firewall with Advanced Security

Eh(

| ®ls 12:46 M

Windows Server Backup

LoV

Dr. Mark Llewellyn © !
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% Server0l - Microsoft Virtual PC 2007

Action Edit CD Floppy Help

- Active Directory Users and Computers

File  Acton \View Help
e P —= = L — — Y
= |2mloBe=HmEl? s Evah
: Active Directory Users and Comput | Mame I Type | Description | I
_| Saved Queries % Administrator User Built-in account for admirni...
| = &4 5?“'”-":":5' '_';;?_JAHD'NEd RODC Fagsword Replication Group  Security Group - Domain Local  Members in this group can...
=l Builtin #2, Cert Publishers Security Group - Domain Local  Members of this group are...
- CDI‘I‘lp!.ItEFE ‘.'E,Denied RODC Password lication Group  Security Group - Domain Local Members in this group can...
— DDm'_E"n Cu:untr.cnller.s inal ‘_"r_tDns.ﬂ.u:lmins Security Group - Domain Local  DMS Administrators Group
= EDFEIQHSEEUHWPHHDF'E = ‘_"r_?_,Dnsl_lpdateF'rnxy Security Group - Global DMS dients who are permi...
ol ‘_"r_tDnmain Admins Security Group - Global Designated administrators. ..
‘.*E_,Dcumain Computbers Security Group - Global all workstations and serve...
‘.'E,Dnmain Controllers curity Group - Global All domain controllers in th...
‘_f'r_tD-:-main Guests i - Global All domain guests
#2, Domain User - Global All domain users
‘.’E,Enterprise Adrnir - Universal Designated administrators. ..
‘.*E_,Enterprise Fead-only ain Controllers Security Group
‘.‘E,Grnup FPolicy Creator Owne Security Group 0
2, Guest Lser The list of users shows that
52, RAS and 1AS Servers security Greupl the Administrator is a user and
‘.’r_{,Read-ﬂnly Domain Controllers curity Group) D . U . t
82, Schema Admins Sot omain Users IS a security
group set up for all domain
users. This security group will
contain the user accounts for
those users who require
1] | I access to network resources
| within the domain.
:"‘Startl J S “ | Active Directory User... M
e i [ ==
e ] [ 010 010 Bl P " P A 0
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B Active Directory Users and Computers - |10O] x|
File  Action View Help
&= | M 0/ XE Q= HE| P2 ETLI%
j Active Directory Users and Comput | Name | Type | DC Type | Site | Description |
|| Saved Queries 1A SERVERO1 Computer GC Default-First-Sit. .
= 35'3 savn.local

|| Builtin

| Computers
[ERgDomain Controllers
|| ForeignSecuri®grincipals
| Users

Select the savn.local
network and then the
Domain Controllers
option sub-option and
you should see this.
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Project Five — Joining The Domain

For a VM to access the network resources of the savn.local
domain, the VM must be a member of the domain.

This process is called joining a domain.

In this part of the project you will contact the domain controller
(Server01) from a VM and request to become a member of the

domain.

The actual process of joining a domain varies somewhat from
operating system to operating system, so you will see some
differences between the actions when Server02 and ClientO1
join the domain, but in both cases you will use the Computer
Name/Domain Changes dialog box to accomplish the join.

The actual process is quite simple and will take you far less time than

Project Four required.
¢
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Project Five — Joining A Domain — Server02

* To begin the process of joining Server02 to the

savn.local network, start both Server01 and
Server(02 running.

« From a command prompt, have Server(02 ping
Server(01 to verify connectivity.
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Project Five — Joining A Domain — Server02

[+, Administrator: Command Prompt - 10| x

Microsoft Windows [Uerszion 6.0.6001 ] i
Copyright <c) 2806 Microsoft Corporation. A1l _»dig] ServerO.Z pings Se]_f\_]erOl to
verify connectivity

C:slUzerssAdministratoriping serverdl

Pinging serverfl [192.168.8.1811 with 32 bytes of data:
Reply from 192.168.0.101: hytes=32 time<{ims TTL=128
Reply from 192.168.0.101: hytes=32 time<{ims TTL=128
Reply from 192.168.0.101: hytes=32 time<{ims TTL=128
Reply from 192.168.0.101: hytes=32 time<{ims TTL=128

Ping statistics for 192.168.0.1081:

Packets: Sent = 4, Received = 4, Lozt = 8 (B loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms,. Average = Bms

C:slzerssAdministrator?
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Project Five — Joining A Domain — Server02

e From the Start menu In Server02, click on
Administrative Tools, then click the link for Server
Manager.

 You should see the window as shown on the next
page.
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10| x|

File  Action VWiew Help
= H

=+, Server Manager (SERVERD2) Server Manager (SERVERD2)

i‘* Roles
= Features
= Diagnostics

% Configuration

Get an overview of the status of this server, perform top management tasks, and add or remaove server
roles and features.

Storage -
’* Server Summary E Server Summary Help —
’* Computer Information 1A Change System Properties
Full Computer Serverl? ig] Lzl [ SETLIEE LIS
Mame: wr Configure ote Desktop
Workgroup: WORKGROUP L |
Local Area 192, 155.0.102
Cennection: Click “Change
Remote Desktop: Disabled SyStem
ST
Product ID: 92573-082-2500115-76134 Propertles Iln k

r Do not show me this console at logon

[~ Security Information i Go to Windows Firewall
Al
Windows Firewall: on Wl Configure Updates
“’f Ched: for Mew Roles lI
Ll maam | = Blad e e —

{E Last Refresh: 10/13/2010 10:23:52 AM Configure refresh
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L% Server02 - Microsoft Virtual PC 2007

Action Edit CD  Floppy Help

File  Acton WView Help

E,: Server Manager

&= = H

% Server Manager (SERVERDZ)
_—_1;'!- Roles

i Features
f’- Diagnostics
fﬁ’u!- Configuration
g Storage

Computer description:

Full computer name:

Worcgroup:

7| Windows uses the following information to identify your computer
on the networlc.

To rename this computer or change its domain or
workgroup, click Change.

]

For escample: "l15 Production Server” or
"Accounting Server”.

Server(l2
WORKGROUP

|

Server Manager (SERVERDZ)

-/ ——/

System Properties

Computer Name I Hardware I Advanced I Remote I

bp management tasks, and add or remove server

Server Summary Help

1Al Change System Properties

IE'.r View Metwork Connections

':":.'r Configure Remote Desktop

Change... ]

o< ]

Cancel I LpEl |

Click “Change”

i Go to Windows Firewall
_!, Configure Updates
44 Chedk for Mew Roles

I'Start| | G mm

J iﬁ Server Manager

I Sk, Server Manager

I I 1B System Properties

g (0 I 3
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L# Server02 - Microsoft Virtual PC 2007

Action Edit CD  Floppy Help |

_ioixi
File  Acton WView Help
== H

[|
T Srve Honoger 05 R e AL L X

==
or* Roles

f| Features “'ou can change the name and the membership of this
#m Diagnostics computer. Changes might affect access to network resources. management tasks, and add or remove server
fﬁ’u!' Configuration ?u'lnremfnrrnatmrf
8 storage || e nernaten _
4 Server Summary Help —
Computer name:
ISEWE:I'E'E L Change System Properties
£ View Network Connections
Full computer name: k5 configure Remote Desktop
ServerlZ
. 11 - 7 e
Click “Domain” and
More. ..
e enter
—— 11
— Member of e savn.local”
i T]_nmain:
f* Warkgroup:
- | Go to Windows Firewall
WORKGROUP .:l Configure Updates
F+ Chedk for Mew Roles ;I
ok | Cancel
| I |
:Tgtartl J % il Jé Server Manager Ié Server Manager ”;l?i System Properties | I"'__q_'_',-'[(l:} 10:23 AM
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Action Edit CD  Floppy Help

File  Action  View

'j_b Server Manager (5
o+ Roles

i Features

f‘g Diagnostics
fﬁ’u!- Configuration
ﬂ Storage

Help

Il x|

You can change the name and the membership of this
computer. Changes might affect access to network resources.

More information

Computer name:

_ o] x|

Server(ld

Full computer name:
Server(?2

L S

— Member of
% Domain:

savn local

" Workgroup:

WORKGROUP

Server Summary Help

Change System Properties
View Metwork Connections
Configure Remote Desktop

management tasks, and add or remove server

Click “OK”

Go to Windows Firewall

. Configure Updates

Chedk for Mew Raoles

a‘."Start| | G mm

/ - [
oK Cancel _—
I |
J é Server Manager Ié Server Manager ”;l?i System Properties | I"__q_'_'J [:&3 10:23 AM

= I |.i|—~—ll—-
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L% Server02 - Microsoft Virtual PC 2007

=

Action Edit CD  Floppy Help

=]

23

_ o] x|

File  Action

&= = H

:.zl-_;‘ Server Manager (5
o+ Roles
i Features
i Diagnost
_::ﬁ._!l Configurz
ﬂ Storage

View Help

Computer Name fDomain Changes

You can change the name and the membership of this

Windows Security

Computer Name/Domain Changes
Enter the name and password of an account with permission to join the domain,

When the Windows
Security window
prompts you for the
username and
password, enter the
user name

ﬂlﬁs. .

Administrator

|

Domain: savn.local

oK Cancel |

Administrator and
the password for
the domain
controller
(Server01), then
Click “OK”

Wer

|i# Go to Windows Firewall

*. Configure Updates
F+ Chedk for Mew Roles

ok |

Cancel

[

:‘Startl J __|=!-_;,l - J :.zéﬁer'u'er Manager I __|=|_-_;lﬁeruer Manager

I I 1B System Properties

| @iy 10:23 AM

-Eﬂ : n h:l —\_Il—'
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Action Edit CD  Floppy Help

!——ﬁ
L# Server02 - Microsoft Virtual PC 2007 (== > ]

E,.: Server Manager

_ o] x|

File  Acton WView Help

Il

% Server Manager (5
o Roles You can change the name and the membership of this

=3 storage

i Features P
L Computer Name /Domain C . El

- ]
Isa'-.-'n.h:n:al

1 Server02 has not |

successfully joined
the savn.local

network.

Click “OK” and go
through the restart
procedure.

" Workgroup:
I-lir'l'll::l H I'{G Hl::l IJ P ? Go to Windows Firewall
. Configure Updates
4+ Chedk for New Roles ;I
ok | Cancel
| I |
:TSt-ﬂl'tl J % il J ia Server Manager I ia Server Manager ”;l? System Properties | @(}3 10:23 AM
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Er, Server Manager =10] x|

File  Acton View Help

= -
o+ Roles e swsss:E tz:::z::!:iiiz:iiorrp=tt:: :}bbiiif]bE”}b)$ss|i 5ioersrnwouonooniiidd
| Features
2 Diagnostics i Get an overview of the status of this server, perform top management tasks, and add or remove server
3 i ' 9 roles and features,
I} Configuration
Storage -
’* Server Summary H Server Summary Help —
’* Computer Information Lo Change System Properties
Full Computer Server02.savn.local ::@ - DO a screen
Mame: | Cq o
=P capture of this
Domain: savn.local screen Wthh L |
Local Area 192, 168.0.102 shows Server02
Connection:
now a part of the
Femote Desktop: Disabled savn. local
Product ID: 92573-082-2500115-76134 domain.

I Do not show me this console at logon

[~ Security Information 'ﬁ' Go to Windows Firewall
A
Windows Firewall: Cn wl Configure Updates
+4 Check for New Roles ;I
LA vl n i 1 s o s i im 1 Filmd oy do s v ] -

£% LastRefresh: 10/18/2010 4:09:41PM Configure refresh

|
f"'Siartl J . Jliﬁmrmr | wY [l 409PM
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Project Five — Joining A Domain — ClientO1

» The procedure for getting the Vista-based Client01
to join the savn.local domain Is essentially the
same as that of the Server2008-based Server02.

« Before proceeding, open a Command Prompt In
Client01 and verify that Server01 Is accessible

by pinging the server, as shown on the next page.

#
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=
B Command Prompt -0 x
@Microsoft Windows [Uersion 6.H.6H82] ClientO1 pings Server0l to

verify connectivity

Copyright <c?» 2886 Microsoft Corporation. 04
C:sUserssclientBl >ping serverdl

Pinging serverdl [192.168.08.10811 with 32 hytes of data:
Reply from 192.168.8.181: bytes=32 time=%ms TTL=128

WReply from 192.168.08.181: bytes=32 time=3ms TTL=128
MBReply from 192.168.8.181: bhytes=32 time=3ms TTL=128

Reply from 192.168.8.181: hytes=32 time=1mz TTL=128

Ping statistics for 192.168.8.1081:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms. Maximum = ?ms. Average = 4ms

C:sUserssclient@l >

Project Five — Joining A Domain — ClientO1
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Project Five — Joining A Domain — ClientO1

e To connect ClientO1 to the savn.local domain,

click Start, right click Computer, then click Properties,
and then click Advanced System Settings.

« This will open the System Properties dialog box as
shown on the next page.

#
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L% Client01 - Microsoft Virtual PC 2007

j| Action Edit CD Floppy Help

mv (B » Control Panel » Systern = |4’,T| | Search

fasks View basic information about your computer
Device Manager
_ Windows edition
emote settings
Windows Vista™ Business
Systermn protection

Copyright © 2007 Microsoft &rpnratinn. All rights reserved,

Advanced systemn settings Service Pack 2

grade Windows Yista

Select “Advanced system
settings”.

Systemn

Rating: Windows Experience Index : |

i When the User Account
Processor Intel(R} Core(Th12 Quad CPY )
Memory (RAM]: 11 ME Cpntrol qu appears, just
Systemn type: 32-bit Operating System C“Ck Contlnue-

Computer name, domain, and weorkgroup settings

Computer name: clientll-PC @Change settings
Full computer name: clientll-PC
Computer description:

Workgroup: WORKGROUP
Windows activation

i System ol SE oMk 2:28PM
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L8 Client0l - Microsoft Virtual PC 2007 = 5'1‘

|-'1\cti|:n Edit CD Floppy Help

, o |
System Properties @

| Computer MName I Hardware | Advanced | System Protection I Hemntel

pur computer
You must be logg as an Administrator to make m-:-[}:uf these changes.

Peformance
Vizual effects, processor schedul emony usage, and virtual memony

con. All rights reserved.

User Profiles
Desktop settings related to your logon

When the System
Startup and Recoveny PrOpertIeS dlalOg bOX
System startup, system failure, and debugging information Experience Index: L

appears, select the

ore ThAY2 Quad CPU

Computer Name tab.

erating System

[ Erviranment Warahbles .. ]

zettings

C @Chang& settings
C

Workgroup: WORKGROUP

Windows activation

L System i8 Systermn Properties g ®WEY o dx 231 Pm
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L% Client01 - Microsoft Virtual PC 2007

[ Action Edit CD Floppy Help

S (= [P ][5=]

Systemn Properties E - | +y | | Search ju) |

Computer Mame | Hardware I Advanced I System Protection I Hem-:lte| —
hur computer

Windows uses the following information to identify your computer

ﬁ on the networls.

Computer description: |

For example: "Kitchen Computer” or "Many's an. All rights reserved.
Computer”.

Full computer name: client1-PC

Workgroup: WORKGROUP

Ta use a wizard to join @ domain or workgroup, click
Network ID. [ Netwark ID...

To rename thi_s computer or change its domain or Change... < ] C“Ck the “Change”
workgroup, click Change. Experience Index : | button

ore( ThA12 Quad CPUY

erating System

settings
C @Change settings
oK || cancel Apply c

UrpaaLe COMPOLEr OEsCTTpor.
rity Center Workgroup: WORKGROUP

Performance . _ A
Windows activation

_"‘—-"‘ = | . = =
;g EC| e i System i System Properties g ®WEE O Mk 4:32PM
e (23 I ..
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L% Client01 - Microsoft Virtual PC 2007

|-'ln:1:i|:r‘| Edit CD Floppy Help

L = | = | &= |
Systemn Properties [ £ h |‘T| | Search P |
Computer Mame/Demain Changes [#£3] fote
_ _ hur computer
You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information
Computer name: cn. All rights reserved,
clierntd1-PC
Full computer name:
client01-PC
Member of . “ .y
© Domain: Click the “Domain
savn locall . .
~ecsacelaczc || Option and enter
) Worcgroup:

orel ThAY2 Quad CPUY “Savn . localu aS the
erating System dOmaIn

settings

C
C

'@Change settings

Workgroup: WORKGROUP

‘Windows activation

L Sy stemn

i) Systermn Properties o ®E Pk 434 PM
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% Client01 - Microsoft Virtual PC 2007
| Action Edit CD  Floppy Help

L

Systemn Properties

Computer Mame/Domain Changes 3

Windows Security

Computer Name/Domain Changes

Enter the name and password of an account with permissicn to join the

domain.

. 1 | Ldministrator
| l | ---------|

Domain: savn.local

‘D‘te )
@I ﬁ

v|*"?-|

DU computer

on. All rights reservec

When the Windows
Security window
prompts you for the
username and
password, enter the
user name
Administrator and
the password for
the domain

O e Experience Index : Uni
[ ] | ore(ThA)2 Quad CPU ContrO”er
I EETLE (Server01), then
erating System 2 7] ”
| il A | | Cancel | ) CIICk OK
settings
C WY Change settings
| Ok | | Cancel | C
COFTTIUTET e CTTFECrT
Workgroup: WORKGROUP
Windows activation
o [ LH
S (2] ==
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C® Client0] - Microsoft Virtual PC 2007 =[O >

[ Action Edit CD Floppy Help

(5 = e 3]

" = :
\ System Properties [==] - | +y | | Search o
Computer Mame/Domain Changes | 22 | hote '@ ot

hur computer
You can change the name and the membership of this

computer. Changes might affect access to network resources.
More irformation

Computer name: con. All rights reserved,
clientd1-FC

Full computer name:
cliert1-FC

Member of

@ Domain:

savn local
ated

) Workgroup: QET00 @ 266GHz 5 MHz
WORKGROUP

. Client01 has now

c joined the
C savn.local domain.

Workgroup: WORKGROUP

Click OK. Go through
the restart procedure.

i) Systemn i System Properties - —

Windows activation
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B Active Directory Users and Computers - |10O] x|

File  Action VWiew Help
& | Hm d 8 XEe=HE &85 7%
i Active Directory Users and Comput | Name | Type | Description |
_| Saved Queries 1| CLIENTD 1-PC Computer
B & savn.local 1A SERVERDZ Computer
| Builtin
g Computers
3| Domain Controllers In the Active Directory
j Eg;ff”sem”w”mpa's Users and Computers
administrative tool for
Server01, go to the
savn.local domain
and select Computers.
Do a screen capture of
this screen as your final
deliverable for this
project.
This screen shows both
Server(02 and
ClientO1 as part of the
savn.local domain as
controlled by Server01.
1] | ]
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Project Five

The deliverables for this project consists of two screen shots as shown
on pages 35, 49, and 59 respectively.

For those of you having memory issues as related to the virtual
machines, you will need to have a maximum of two virtual machines

running simultaneously for this project. Let Sheldon or me know if
you’re having issues with this.

#
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